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OMES E-SAFETY

Introduction

E-Safety refers to our ability as carers to protect and educate young people in their use of technology
in addition to having other mechanisms in place to protect children and young people.

All staff have a responsibility to behave as positive role models, and therefore their behaviour towards
other adults and young people should involve their challenging inappropriate comments, views, and
images wherever these may be made - by other people, in newspapers and other media such as
television and popular music.

Information technology is just another means of communicating and disseminating ideas and images
in a way that is less obvious to other people. For example, a young person sat in the lounge reading a
pornographic magazine can be easily seen and challenged. A young person sat in the lounge viewing
internet pornography on a mobile 'phone may not even be seen to be doing so by another person in
the same room.

Risk Assessment

It is important that all staff are aware of the risks to young people's safety and wellbeing when they
use social networking in particular and the internet in general - and this needs to be understood by all
keyworkers and their colleagues as a safeguarding matter. There will be clear links both in policy terms
and in the use of positive relationships with young people with each home's Safeguarding and
Behaviour Management policies, and with Whistleblowing where the behaviour of a member of staff
fails to meet professional standards when they use IT provided by SID Homes.

Whilst risk assessments will be drawn up and maintained in respect of each individual resident of a
home, a separate risk assessment should be maintained in each home in order to manage general risks
associated with IT in use at each home, in order that risk may be managed as technology and its use
changes over time (see Appendix 1).

Education is the key to enabling young people to stay safe when online. There are measures we may
take as carers to ensure e-Safety for residents, and these include:

. Use of Windows parental security to block unsuitable websites / set time limits for
residents' use of the computer provided at each home.

. Zebra IT protection software

o Weekly check (recorded by staff in the home's diary) of search history.

Staff need to ensure that 6 areas are addressed with young people in key work sessions and use
Appendix 2 of the E-safety questionnaire for key work sessions to engage with each resident regarding
safety online.

1. Online Behaviour - understanding what constitutes cyberbullying and sexting,
and understanding how to maintain positive behaviours online as we would expect in the real world.
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Cyberbullying- this is bullying online.

What makes this a specific form of bullying are:

. Larger number of bullies involved; social networking may mean that tens or hundreds
of young people join in the bullying.

. Relentlessness: bullying may take continually with bullies posting comments on an
ongoing basis, including bullying when the victim is in a 'safe' environment such as their
home.

. Privacy aspect: this form of bullying will be far more difficult for carers to observe.

Sexting - this is the sharing or exchanging of sexually explicit text and / or images.

What makes this a specific form of sexualised behaviour are:

J Permanence of the images or text on the world wide web (and therefore may be seen
by others in the distant future without the involvement or consent of those initially
involved).

o Random receipt of the text or images by others (not controlled by the senders).

o Behaviours - young people may behave in a different way towards others when their

communication is via electronic means, especially if they cannot see or be seen by the
person with whom they are communicating. They are likely to be less inhibited when
using social media than when actually face to face.

Online Reputation - we all have reputations, among members of our family, friends, school, or work
colleagues, based upon others' interpretation of our behaviours. In the same way, individuals will
develop an online reputation based upon others' interpretation of someone's behaviour on social
media. In addition, a dispute between two or more young people may lead to text or images that had
been kept private between them being shared with others in a malicious way (e.g., 'nude selfies' of one
young person being sent to members of their family or whole school by another). In this way a young
person who does not take care of their online reputation may become a victim of cyberbullying.

Using Social networking Safely - many young people will describe having what appear to be huge
number of 'friends' online. It is likely that they have never actually met any of these; members of staff
need to be aware that their image of what a 'friend' is may be different from a young person's
understanding.

Young people need to be aware that when discussing or sharing intimate or private information with a
‘friend' online, they then lose control of that information in a different way from merely saying the
words to their friends.

In other words, a private conversation face to face may be denied later, but an image or text message
cannot (an image may be sent on to a third party/ a text message or received online message may be
sent on as proof of the discussion.

N.B. Think how we use emails rather than telephone calls so that we have proof for later use.

Key workers and colleagues should make young people aware of grooming.

Grooming - this refers to an individual adult or young person preparing another, more
vulnerable person to be their sexual victim.

It involves the lowering of the victim's usual state of awareness and control in order that the
perpetrator may lure the victim into activity that s/he would otherwise not engage in. This may
involve using social media to engage with a young person, with the perpetrator pretending to
be another young person and encouraging the victim to disclose information about themselves
and / or send explicit pictures. These may then be used by the perpetrator to blackmail the
victim in order to gain their agreement to engage in sexual activity. Blackmail of this type has
led to suicide by victims, who may be of either sex or perpetrators who may be of either sex.
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Young people may also be vulnerable to adults or other young people wishing to recruit to cults or to
persuade young people to join fighting overseas. All staff should be aware of any changes in young
people's behaviours and expressed attitudes and should share such information with professional
colleagues.

It is extremely important that key workers and colleagues strive to develop positive relationships with
young people in order to support young people to understand this danger.

This behaviour by its nature is secretive. All staff should be aware that paedophiles and other who may
wish to harm children are highly motivated.

Understanding the Reliability and Validity of Online Information - young people often use online
information, for example to research for school or college work. In this way, technology has to a large
extent taken over from newspapers and books.
Young people need to be supported by key workers and their colleagues to learn to critically evaluate
the information they receive, by:

. Encouraging discussion of news items on television

o Provision of newspapers magazines of different political viewpoints and discussion of

particular items to highlight political slant or 'spin'.

In the same way, young people should be advised to check information they gain online, and not to
assume that it is correct because it is online.

Data Security- ensure that young people are aware of hacking and viruses and the need to keep
passwords secure and private to avoid malicious or criminal misuse. Young people considering online
banking need to be made aware of the potential effect upon them of these, including the potential for
cyberbullying and grooming.

Young people should be advised not to accept requests from strangers to be their online friend, and
not to share their mobile 'phone number with strangers.

What to do if Something goes Wrong - it is important to recognise that young people are continuing
in a process of exploring the world in which they find themselves; they are experimenting, and
sometimes experiments go wrong.

Key workers and colleagues should expect that young people will make mistakes, and they will need to
encourage young people to feel able to expect acceptance and support from their carers, for example
if they are being bullied but have shared their contact information against previous advice, or if they
have inadvertently uploaded sensitive information or images.
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